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Cyber security measures on ships are now attracting attention!

ﬂth is cyber security measures on ships attracting attention? \

»  The shipping industry plays a very important role in the world's logistics infrastructure,
so if a cyber security incident occurs, the impact on the global economy will be
enormous.

»  With the spread of "Ship IoT" and other technologies, two-way communication between

ships and land is accelerating year by year, and cyber security risks on ships are
expected to increase in the future.

» If a cyber security incident occurs on a vessel, not only important information may be
\ leaked or financial damage may be incurred, but also the safe operation of the vessel /

may be hindered, resulting in a serious incident such as grounding or collision.

Don't you have this kind of problem?

I know cyber security is important, but it is hard to have group training and ~
briefing sessions because the crew changes so often. “
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% % Cybersecurity measures seem likely to be difficult and expensive.
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Most of the cyber security teaching materials specialized in the shipping
industry are in English, so I wish they had Japanese teaching materials.

You can take cyber security measures on ships from anywhere with ease by
Maritime Cyber Security Awareness Training!




What is Maritime Cyber Security Awareness Training?
This is the e-learning service which conforms to Section 5.3 of the BIMCO Cyber Security Guidelines.
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Courses and Prices
Course Name Course Overview Price
Package for Crews an This is an educational program on cyber security that the crews and officers should know ¥10,000/Account
g
Officers whether they are on domestic or international routes.
The package include one contents below.
Maritime Cybersecurity Onboard Basic - for Crews and Officers
ackage for esponsible is an educational program for responsible officers who manage the crews’ and the , ccoun
Package for IT Resp ibl Iti ducational fi ible offi h th ’ and th ¥15,000/A t
Officers Onboard officers’ IT environment and cyber security.
(Contents)
Maritime Cybersecurity Onboard Basic - for Crews and Officers
Maritime Cybersecurity Onboard Advanced - for Responsible Officers
Package for Responsible This is a training program for those in charge of developing CSMS, for other person in ¥30,000/Account
Officers in Land charge in land, and for all marine industry workers, to learn what they should know when
building and operating CSMS.
(Contents)
Maritime Cybersecurity Onboard Basic - for Crews and Officers
Maritime Cybersecurity Onboard Advanced - for Responsible Officers
Maritime Cyber Security - CSMS Development
Maritime Cyber Security Technical Course (Attack Method) for Responsible Officers in Land

For the detailed about each contents, please refer to the Web page of ClassNK Consulting Services Co., Ltd. (https://classnkcs.co.jp/cyber security/index.html).

CSMS Starter Campaign

The best for customers who want to start establishing CSMS !
For customers who have signed up for e-learning service 25 accounts, we will offer CSMS sample documents.

@®e-leaning

Course Name : Package for Crews and Officers x 25 accounts

Contents *You can change the course as necessary.

@Sample document (English version)

Sample document in accordance with “Cyber Security Management System for Ships(First Edition)” published by ClassNK

¥ 250,000~

Price If you take courses other than “Maritime Cybersecurity Onboard Basic”, the price will be added.

Period From November 10, 2020 to July 31, 2021

- If you take courses other than "Package for Crew and Officers ", the price will be added.
e.g. If you take the courses as follows, the total amount will be 290,000 yen.
- Package for Crew and Officers : 20 accounts (¥10,000/account),
- Package for IT Responsible Officers Onboard : 4 accounts (¥15,000/account),
- Package for Responsible Officers in Land : 1 accounts (¥30,000/account)
- The sample document is only a format based on “Cyber Security Management System for Ships(1st Edition)” published by
ClassNK. This does not guarantee an acquisition of CSMS certification with this document.
+ The copyright of the model document belongs to our company.

Prerequisites

Please fill out “ [e-learning] Application Form” on the Web page of ClassNK Consulting Service Co., Ltd., and write “For the
CSMS Starter Campaign” in the body of the email when you send it to the address below.
Email: consulting@classnkcs.co.jp

Application

ClassNK Consulting Service Co., Ltd.

2-9 GOBANCHO, CHIYODA-KU, TOKYO, 102-0076, JAPAN ass

TEL +81-3-5226-2290 . .
FAX +81-3-5226-2192 Consulting Service

E-mail consulting@classnkcs.co.jp

*This service is provided through collaboration among ClassNK Consulting Service Co., Ltd., KDDI CORPORATION and KDDI Digital Security Inc.



【英語版】eラーニング販促パンフレット_20200827.pptx
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